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DevOps Engineers in an Enterprise
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How to enable application developers?
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Platform Engineering 
as a tool

Customizations and 
Enterprise Standards

Mass
Adoption
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What is OPA 
on AWS?
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OPA – Orchestrate Platform and Applications
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Source Code

Templates

Examples

Backstage Plugins

Security Best Practices

Designed for Enterprise

Foundations to build Integrated IDP with AWS
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Getting Started

7

Platform

Amazon RDSGitLab

Environment: Dev
Account: 19886543
Region: us-east-1
Runtime: ECS
Access: Private

AWS Cloud

Environment: Test
Account: 40225883
Region: us-east-1
Runtime: ECS
Access: Private

Environment: Prod
Account: 83588469
Region: us-east-2
Runtime: ECS
Access: Private

Environment: Dev
Account: 45319854
Region: eu-west-2
Runtime: EKS
Access: Private

Environment: Dev
Account: 61998334
Region: eu-west-1
Runtime: Serverless
Access: Private

Environment: Test
Account: 75391411
Region: eu-west-2
Runtime: EKS
Access: Private

Environment: Stage
Account: 36368859
Region: eu-west-1
Runtime: Serverless
Access: Private

Environment: Prod
Account: 79928846
Region: eu-west-2
Runtime: EKS
Access: Public

Environment: Prod
Account: 88593317
Region: eu-west-1
Runtime: Serverless
Access: Public



FSI-PACE-PE@AMAZON.COMFINANCIAL SERVICES  |

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark.

Environment Provider Overview
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AWS Account: 999999 Region:us-east-1

Provisioning Role

VPC

ECS
Runtime

EKS

Lambda / 
Serverless

App Infrastructure

Operations Role Audit Table

App Infrastructure

App Infrastructure
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OPA on AWS 
Features
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Enterprise-Ready IDP, built and designed for enterprises
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ü Segregated access control for applications and environments

ü Multi Environment – based on multi account/region design

ü Multiple runtime support for various applications: AWS ECS, AWS EKS, and Serverless

ü Automatic environment provisioning on AWS

ü Provisions different Resources and Apps provisioning: Node.js, Java SpringBoot, Python 
and more...

ü Resource Binding: attach resources to application for easy and secure collaboration

ü Automatic deployment to additional environments

ü Centralized and abstracted pipelines for secured governance control

ü Supporting different IAC including CDK and Terraform

ü Easy identity provider replacement: Okta, AD or other, and RBAC implementation
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Demo

11



FSI-PACE-PE@AMAZON.COMFINANCIAL SERVICES  |

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark.

Thank you!
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