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What is CICD?

1. An automated process for building code and preparing it for release
2. Continuous Integration / Continuous Delivery

3. Why CICD?
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CICD Building Blocks

1. Stage

2. Job
 Run commands or scripts
* Run concurrently or in a series
* Container Instance

e Code Retrieval
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Example CICD Pipeline
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CICD Vendors

1. AWS CodePipeline
2. GitHub Actions

3. GitLab CI

4. Jenkins

5. Circle CI
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Not All Vendor Solutions are Equal
1. 1 or more branch?
2. Accepts input variables?

3. Jobs set statically or dynamically evaluated?



FINANCIAL SERVICES | FSI-PACE-PE@AMAZON.COM

Pipeline as Event Handler

h ch ipeli
push changes Load Pipeline

Definition
Pipeline Definition
Stage 1

Job 1

conditions: if branch equals "main” and commit message equals "initial commit"

conditions: if branch equals "develop”

’ conditions: if started by equals "pull request™

2

Pipeline Job Evaluation

CICD Job Eval State

commit message = "initial commit”

branch = "main"

stage name = "Stage 1"

job name ="Job 1" (or "Job 2" or "Job 37)

started by = "code merge” (not "manual execution” or "pull request")

Job 1
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OPA CICD Vendor:
GitLab CI
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Hosting GitLab

CAS
~—
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Run Pipeline

GitLab CICD Runner EC2
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GitLab Resources

GitLab Cl Documentation

https://docs.qgitlab.com/ee/ci/yaml/

Backstage Integration:

https://backstage.io/docs/integrations/qgitlab/discovery/

Backstage CICD Plugin

https://qgithub.com/immobiliare/backstage-plugin-gitlab
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GitHub Resources
GitHub Actions Documentation

https://qgithub.com/features/actions

Backstage Integration:

https://backstage.io/docs/integrations/qgithub/locations/

Backstage CICD Plugin

https://roadie.io/backstage/plugins/github-actions/
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Using Something Other Than GitLab

Configure Backstage integration with Git vendor in app-config.yaml
Configure or write a CICD plugin, or hide CICD tab

Port or reimplement OPA pipeline code for applications and environment
providers

Update application templates to publish to your Git vendor and create an
access token for cloning the new repo
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OPA Application Pipeline Design Choices

1. One stage per environment

Application State

STATUS CREATED AT LAST UPDATED
LIVE 10/25/2023 5:02:10 PM (Mountain Standard 10/26/2023 5:57:38 AM (Mountain Standard

Time) Time)
REFRESH UPDATE APP DELETE APP

aWws 19
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OPA Application Pipelines

Merge Changes
App Git Repo

Developer

DEV Stage

Env Provider

) App laC

CAA)

N >) © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark.

PROD Stage

App laC
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OPA Application Pipelines

CAA)
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Feature,

JKPROD |
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Customization Options
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Selective Jobs Via Commit Message

=

v | ¢S o] T

STOP
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Alternative Branching Strategies

1. 2 Branch Strategy

Development Branch

DEV Stage

Release Branch =11

PROD Stage

CAA)
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Alternative Branching Strategies

1. Branch Per Environment

DEV Branch

DEV Stage

QA Branch

QA Stage

PROD Branch

PROD Stage

CAA)
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App Deployment To Multiple AWS Accounts

.awsdeployment/providers/${ENV_NAME}-${ENV_PROVIDER_NAME}.properties

DEV Stage | QA Stage PROD Stage
Env Provider q> F Env Provider l Env Provider I

Account 111111111111 551 Account 111111111111 Account 222222222222

DEV Env Provider Role QA Env Provider Role PROD Env Provider Role

CAA)
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Modular and centrally managed

include:
- project: 'opa—-admin/backstage-reference'
ref: main
file:
— 'common/cicd/.gitlab-ci-job-defaults—cdk.yml'
- 'common/cicd/.gitlab-ci-aws—-base.yml’
— 'common/cicd/.gitlab-ci-aws—-iac-serverless—api.yml’
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Where to Find Centrally Managed CICD Jobs

backstage-reference/common/cicd
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Adding a New CICD Environment Stage to an App

Add QA Environment
to CICD Pipeline
OPAAPI

Developer : " :
Add Environment Provider Properties

l Commit Message: "generate CICD stages"

: Triggers o Run Environment
App Git Repo App CICD Pipeline Creation Job

Git Changes

Add QA Env Backstage Entity
relationship

Create a new pipeline config
file with QA stage jobs

Update pipeline to include
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